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In reviewing existing platforms for deploying fog computing, commercial platforms
as well as open source platforms were considered. The complexity of the analysis of
commercial platforms lies in the lack of information about their architecture and applied
technical solutions, which constitute a trade secret. However, an analysis of commercial
solutions showed that among commercial fog platforms, there are both platforms with full
support for fog computing (computing, analytics and organization of the transport layer of
the fog network), and platforms that provide only the transport layer of the fog network and
do not provide management of computing nodes and actually foggy calculations on them.
Platforms that provide only the transport layer of fog computing will not be considered in
this paper.

The following key characteristics of private and public commercial fog platforms can

be distinguished (see Tables 1-2) [1-2].
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1. Supported hardware platforms — the platform can work with any device that
supports virtualization or containerization, or only with a limited list of devices — through
drivers or proprietary devices. Smartiply Fog,ThingWorx and Cisco I0x only work with their
own hardware.

2. The underlying development technology — on the basis of which executable
environment applications are created and launched.

3. Openness of communication protocols and SDK — are there any restrictions on the
applications that can be used in the fog: is it necessary to port applications, or in principle
only applications written using special supplied SDKs can be executed, as, for example, in
the case of ThingWorx, whose fog applications must be written using the proprietary SDK to
run in fog.

4. Deployment technology — which of the fog node deployment technologies is used,
if known.

5. Integration options — whether there is the possibility of integration with other
platforms, such as enterprise solutions or public clouds.

6. Connecting external data sources — the ability of the platform to connect to third-
party databases and data storages physically located outside the central cloud for storing
and processing data.

7. Availability of additional services (Machine Learning, Analytics, etc.) — the ability to
connect and use additionally supplied services that provide additional functionality for
analyzing and working with data in the fog.

8. Edge support — the ability to connect and use edge devices and edge computing,

and further collect and process information from them.
PRIVATE FOG PLATFORMS

Private fog platforms provide the creation of private fog solutions based on
computing infrastructure deployed directly on the customer’s resources.

Cisco Platform I0x was introduced by Cisco in 2014 [3-4] as a development of
network infrastructure in connection with the expected growth of lIoT. The main emphasis in
the platform is on reducing labor costs for porting applications to fog nodes, which is
achieved through the use of containerization technologies and basing your own OS based on

a Linux system.
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Cisco 10x is an application environment that combines Cisco 10S (a mini operating
system installed on all Cisco hardware) and Linux. Applications are developed using open
source Linux utilities. A single protocol for the interaction of fog applications is used
throughout the network, organized using Cisco technologies |oT. Fog applications that can
run on the 10x infrastructure are supplied by both Cisco and the company’s partners.
Applications can be developed in a variety of general-purpose programming languages [5].

Docker is used to develop and deploy applications. A variety of application types are
supported, including Docker containers and virtual machines (if the network hardware has
the capability). It is also possible to use the native IOx runtime to write applications in high-
level programming languages (such as Python).

Nebbiolo platform Technologies is aimed at the corporate industrial market, which
supports the concept of Industry 4.0 [6-8]. Nebbiolo Company Technologies works closely
with Toshiba Digital Solutions [9-11] in the supply of ready-made computing solutions for
the industrial and 10T sectors.

The platform consists of the fogNode hardware, the fogOS software stack, and the
fogSM system manager, deployed in the cloud or on-premises. Fog System Manager (fogSM)
provides a cloud-based, centralized management platform that allows devices to be
deployed and configured at the edge [12].

A key feature of the platform is fogOS, a software stack that provides fog-like
connectivity, data management, and application deployment. Based on a hypervisor, fogOS
provides a set of features in a virtualized form. Supports a wide range of device connection
standards and allows applications to be hosted and controlled in real time [13-15].

The ClearBlade platform is a technology stack that enables the rapid development
and deployment of enterprise loT solutions from edge devices to cloud services. It includes
software components installed on the entire stack of loT devices, and also provides the
ability to connect third-party systems through the provided API for integration with devices,
internal business applications and cloud services [16]. The ClearBlade platform provides a
centralized management console for loT applications that can be deployed both locally and
in the cloud. Platform control functions are delegated to edge nodes (either on the end
devices themselves or gateways to them) using the ClearBlade fog and edge computing

system edge.
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Edge

Support

The platform supports serverless computing is an approach to developing JavaScript
-based services that can be configured to implement machine learning and data analysis
methods. The platform provides mechanisms for exporting data and analytics collected by
the system to widely used business systems, applications and databases through integration
with enterprise platform solutions from Oracle, SAP, Microsoft and Salesforce.ClearBlade
also provides proprietary dashboards, business applications, and database management
systems for end-to-end surveillance and management of the loT ecosystem [17-18].

ClearBlade uses an OAuth model for access control, where each user and device
receives a token that must be authorized to gain access to a system or host. Data is
encrypted both on the devices themselves and over the network. Transmitted data is
encrypted using OpenSSL libraries with TLS encryption.

Smartiply Platform Fog is a foggy computing platform that focuses on optimizing
resources and keeping the devices running on the system even when not connected to the
cloud. For online environments, the platform provides higher reliability due to the
optimization of resources and calculations, which are performed on the basis of proprietary
hardware. The platform provides interaction between devices on a point-to-point basis.
Thus, the system of nodes can continue autonomous work of receiving, analyzing and
storing data, until the connection with the external network is restored [19-20].

LoopEdge Platform by Litmus Automation allows you to connect various devices into
a single system, collect and analyze data from them. Also Litmus Automation provides a
standalone Loop platform to manage the lifecycle of any loT device and export real-time
data to internal analytics and business applications.

The developers of the platform emphasize that it is able to work with almost any
device, both industrial and affordable to the consumer. For example, the platform supports
connecting devices based on Arduino and Raspberry Pi. Even if some device is not
supported, it is quite easy to connect it to the platform, due to the executable packages
installed on the device itself, which can be extended and created from scratch for a specific

device [21]. All instructions are in the public domain.
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This platform has become widespread among well-known engineering concerns:
Nissan, Renault, Mitsubishi Corporation techno.

The PTC ThingWorx platform is an loT platform that offers connectivity to a fairly
large number of devices (drivers for 150 types of devices are available) [22]. However, due
to the fact that devices are connected through a driver that requires installation before the
device can be used in the fog, this platform is not universal and has limitations on the
devices used.

Applications for the platform need to be written from the supplied SDKs used.
Further data analysis and business process management also goes through the provided
tools of the platform itself. To accomplish these tasks, the platform has an extensive section
for developers with instructions and tutorials, as well as help from specialists from the
company itself to install, configure and extend the platform. Also “out of the box” it is
possible to connect to Microsoft Azure loT hub.

Public fog platforms

Public fog platforms today are solutions of major players in the cloud computing
market, focused on solving data processing problems from loT systems, tied to the
capabilities of the corresponding cloud platform. The key characteristics of the considered
public fog platforms are given in Table. 3.

Azure platform loT provides a platform for fog and edge computing based on the
technology stack from Microsoft. Azure platform loT consists of several large subsystems
such as loT Central, IoT Edge, which in turn base their work on Microsoft cloud technology
Azure. Connecting devices from Microsoft partners is possible without the use of drivers or
code using loT technology Plug and play. This approach is possible for devices running any
0S, including Linux, Android, Azure SphereQS, Windows loT, RTOS and others [23-24].

Create, install, and manage fog apps through the Azure portal l1oT hub. loT Hub is a
cloud-hosted managed service that acts as a central message handler for bi-directional
communication between an loT application and the devices it manages. loT The Hub
supports both device-to-cloud and cloud-to-device data transfer. loT The Hub supports
several messaging patterns such as device-to-cloud telemetry, device-to-device file uploads,

and challenge-response technology to control devices from the cloud.
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To deploy computing closer to the devices themselves or on the devices themselves,

use Azure loT Edge, which allows you to deploy applications with your own business logic or

ready-made applications already in the catalog on end devices using containerization
technology.

Amazon AWS loT Platform Greengrass allows you to extend the capabilities of AWS
(Amazon web Services) to edge devices, allowing them to work with data locally while using
the cloud to manage, analyze and securely store data. AWS loT Greengrass allows
connected devices to run AWS Lambda functions, run Docker containers, make predictions
based on machine learning models, sync device data, and communicate securely with other
devices even when they’re not connected to the Internet.

AWS loT Greengrass allows you to create loT solutions that connect different types
of devices to the cloud and to each other. AWS loT Greengrass Core can be used on Linux
devices (including Ubuntu and Raspbian distributions) that support Arm or x86
architectures. AWS loT Service Greengrass Core provides local execution of AWS Lambda
code, message passing, data management, and security. Devices with AWS loT Greengrass
Cores act as service portals and can interact with other devices running FreeRTOS(Real-time
operating system for microcontrollers) or have the AWS loT Device SDK installed. The size of
such devices can vary greatly, from small microcontroller-based devices to large household
appliances. When a device with AWS loT Greengrass Core loses connection to cloud, devices
in AWS loT group Greengrass can continue to communicate with each other over the local
network.

The Google, Yandex and Mail.ru platforms provide their own cloud and fog solutions
for collecting, storing, processing, analyzing and visualizing data. The collected data from
devices is integrated into a public cloud system for deeper processing and analysis (including
machine learning and artificial intelligence) due to the high computing power of the cloud.
These platforms support many protocols for connecting and interacting through the
provided APl [25]. There are a large number of ready-to-use services available for
installation in the directory of the platform itself, which can be connected to your own fog

solution, combining with each other.

Table 2. Overview of public fog platforms
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Open source fog platforms
In the course of the analysis of existing solutions, we conducted an overview of

existing open source fog platforms. Unlike commercial solutions, for open source platforms
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provides complete descriptions of architectures, requirements for computing resources, as

well as technologies used, both at the hardware and software levels (see Table 4).

Table 3. An overview of open source fog platforms

Implement
Target
ation
FogFrame
Check Concept Model -
2.0
FogFlow Easier and more flexible service orchestration +
Overcome heterogeneity at the OS and P2P
FogBus -
communication level of various fog nodes

FogFrame2.0 Framework - Open source fog frameworkcode [26], aimed at
deployment on single-board computers (Raspberry Pi).lt was introduced to solve the
following tasks:

—define and implement the functions of the fog infrastructure, i.e. creation and
maintenance of a foggy landscape (many foggy nodes and devices) and application
management;

—implement heuristic algorithms for placing services in the fog, namely the primary
fit algorithm and the genetic algorithm;

— introduce mechanisms for adapting to dynamic changes in fog and for recovering
from overloads and failures.

To evaluate the behavior of FogFrame, various models of application request arrivals
(constant, pyramid, and random traversals) were applied, as well as the processes of
computing service placement were examined. The goal of the study was ultimately to
observe the behavior of the platform and its response to failures. The platform responds
dynamically to events at runtime, i.e. when new devices appear or go offline, when devices
experience failures or overloads, the necessary relocations of nodes are performed.

The FogFlow platform is an open source fog platform. The main goal of the
developers of this platform was to provide a simple and flexible way to develop, deploy and

orchestrate fog services. The uniqueness of their approach lies in:
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— context-sensitive orchestration of services, while other services simply operate on
events (event) or groups of events (topic) occurring in the network;

— FogFlow services and applications are designed from the perspective of all cloud
nodes and edge nodes, not from the perspective of each individual edge node.

FogFlow proposes a data flow programming model enhanced with declarative hints
based on the widely used NGSI standard, which provides service developers with two
benefits:

1) fast and easy development of fog computing applications, as such hints hide a lot
of settings and deployment complexities from service developers;

2) a high degree of openness and interoperability for information exchange and
integration of data sources.

FogFlow is one of the components of a large open IWARE infrastructure that
provides the development and implementation of various smart solutions. This framework is
one of the modern cloud frameworks along with Amazon web services. To implement and
use FogFlow, a wide library of ready-made solutions from the developer community and
detailed implementation instructions are available.

FogBus platform (supported by Melbourn clouds Lab) integrates various hardware
tools through software components that provide structured interaction and platform-
independent application execution [27]. FogBus uses blockchain to ensure data integrity
when transferring sensitive data. The platform-independent architecture of application
execution and interaction between nodes allows you to overcome heterogeneity in the
integrated environment.

FogBus supports the implementation of various resource management and
scheduling policies for executing loT applications written using parallel programming models
such as SPMD (single program, multiple data).

Sleep data analysis application prototype is used to evaluate the performance of the
FogBus platform. Apnea. This example illustrates how a (healthcare) application built using
the SPMD model can be implemented using various FogBus settings to process loT data in
an integrated computing environment.

This framework makes it easy to deploy loT applications, monitor and manage

resources. FogBus system services are developed in cross-platform programming languages
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(PHP and Java) and are used with Extensible Application Layer Protocol (HTTP), which helps
FogBus overcome heterogeneity in the OS and P2P communication layer of various fog
nodes. In addition, the FogBus platform functions as a Platform as a Service (PaaS) model for
the Fog integrated environment. Cloud, which not only helps application developers create

various types of loT applications, but also supports users to configure services, and service

providers to manage resources according to system conditions.
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