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Abstract: Steganography is the technical skill of hiding messages in an object in such a way 

that no one other than the targeted receiver knows the existence of the message. 

Steganography in image is a technique that allows hiding binary data within an image while 

adding few noticeable changes which cannot be detected in a natural way. In this paper, we 

have executed the Least Significant Bit Algorithm using Bit Map Pixel image through JAVA, 

where we hide the data in the last bit of every pixel so that it does not make any significant 

change to the source image. We have observed that adding mapping functionality along 

with LSB technique enhances the security of hidden data. Mapping method also favors the 

use of n-bit LSB technique in a gray scale BMP image by maintaining the imperceptibility and 

hiding more data. The purpose of this paper is to review the design of image steganography 

technique which is easy to use, efficient and more secure. 

Keywords: Steganography, Least Significant Bit Technique (LSB), n-bit LSB Technique, 

Mapping, BMP Image. 

 

 

 

 

 

 

 

*Research Scholar, Department of Computer Science, BHU, Varanasi 

** Research Scholar, Department of Computer Science, BHU, Varanasi 

*** Assistant Professor, MMV, BHU, Varanasi 

**** Associate Professor, Department of Computer Science, BHU, Varanasi 



  International Journal of Advanced Research in  

 IT and Engineering  ISSN: 2278-6244 

 

Vol. 2 | No. 2 | February 2013 www.garph.co.uk IJARIE | 98 

1. INTRODUCTION 

To human eyes, data usually contains known forms like images, e-mail, sounds and text. 

Most Internet data naturally includes gratuitous headers, too [1]. Steganography can be 

applied to previous line of this paragraph by taking the first letter of the every word. It will 

produce a message that says: The duck flies at mid-night. 

Steganography is a combination of art and science to write hidden messages in such a way 

that no one apart from the targeted receiver knows the existence of the message. [2]. It 

hides the existence of a message by transmitting information through various carriers. Its 

goal is to prevent the detection of a secret message. For example, cover carriers, such as 

images, audio, video, text, or code represented digitally, holds the hidden information. The 

hidden information may be plaintext, images, or information hidden into a bit stream. The 

cover carrier and the hidden information create a stegocarrier. A stegokey, such as a 

password, is additional information to further conceal a message. An investigator who does 

not possess the name of the file and the password cannot know about the file’s existence. 

The process may be defined as follows [4] [8]: 

 

 

 

 

 

 

 

 

  

 

 

 

 

Fig 1: Steganography Model [4] [8] 

There are various applications of steganography in significant fields. It can be used in 

communication of messages without any restrictions even under censured or monitored 

environments. We can also protect private communications where the use of the 

cover medium + hidden information + stegokey = stego-medium 
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cryptography is routinely not allowed or clues suspicion. Watermarking and cover channel 

techniques are also the part of steganography. Watermarking protects copyright owners of 

digital documents by concealing a signature in a way that even a modified part of the 

document preserves the signature [12] [13]. Cover channel allows non-authorized 

communication through authorized communication of a firewall [12] [13]. 

This paper focuses on the LSB technique on bitmap image file. Bitmap files (file extension is 

.BMP) are the standard in basic image editing. It looks like a picture when a large size array 

of bits of an image put together. We use mapping method with n-bit LSB technique on gray 

scale BMP image by adding more secure steganography system hiding more information. In 

this paper we have proposed more secure steganography system that uses mapping method 

with n-bit LSB technique on gray scale image bmp image and also hide more information 

than simple LSB technique. This paper is divided into three sections. In the first section, we 

define the steganography process, applications of steganography and the overview of this 

paper. In the second section we describe the methods involved in steganography process. At 

last we focus on the advantages and disadvantages of this method and the future work. 

2. METHODS USED IN STEGANOGRAPHY 

Here we have explored the simple LSB technique and LSB technique using mapping method 

on bmp image file. Before discussing it we have to know the structure of the bmp image. 

2.1 Structure of Bitmap Image 

A bitmap image file consists of the following fields: 

 

 

The header consists of the fields shown in figure 2. We considered the ordering of bytes as 

in typical (Intel) machines. The length of header is 14 bytes. 

 

 

 

 

 

 

Fig 2: JAVA class representing the fields of Header 

Header Info Header Optional Palette Image Data 

public static class FileHeader 

 { 

// 14 bytes 

 public String signature; /*Magic identifier          */ 

public int fileSize; /* File size in bytes*/ 

public short reserved1; 

 public short reserved2; 

public int fileOffsetToPixelAr/*Offset to image data, bytes */ 

} 
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The important fields of header are the signature field (should be 'BM') which is a simple 

check that image is likely to be a genuine BMP file or not, and the offset field gives the 

number of bytes before the actual pixel data [5]. 

The Info Header contains image information. The image info data is 40 bytes in length and it 

is described in figure 3. 

 

 

 

 

 

 

 

 

 

Fig 3: JAVA class representing image information 

The fields of most interest here are the width and height of image, the number of bits per 

pixel (should be 1, 4, 8 or 24), the number of color planes (let it to be 1 here), and the 

compression type (let it to be 0 here) [3] [5]. 

2.2 Least Significant Bit Technique 

Least significant bit (LSB) is the most broadly used technique to hide data [7]. We hide a 

secret text message inside an image; a proper cover image is required for that. Since this 

technique uses bits of each pixel in the image, it is essential to use the lossless compression 

format otherwise the hidden message will get lost in the lossy compression transformations 

[14]. 

Let us consider an example of LSB technique. Let the text to hide be “Hide”. Now we convert 

text in binary equivalent in which each character is consisting of 8 bits. In a 24 bit color 

image, we used a bit of each of the red, green and blue color components i.e. total of 3 bits 

can be hidden in each pixel. Thus a 1100 x 800 pixel image can hide 2640000 bits i.e. 

1100*800*3 bits or 330000 bytes text data [6] [14]. 

Consider the following grid as 3 pixel of a 24 bit color image as a cover: 

 

 

public static class InfoHeader 

{ 

// 40 bytes  

public int hsize;/* Header size in bytes*/ 

public int width, height;/* Width and height of image */ 

public int nplane;/* Number of color planes*/ 

public int bp;/* Bits per pixel*/ 

public int compression;/* Compression type*/ 

public int size;/* Image size in bytes*/ 

public int xresolution, yresolution;/* Pixels per meter*/ 

public int ncolor;/* Number of colors*/ 

public int impcolor;/* Important colors*/ 

} 

01101001  11001010  11100110 

10011001  00110100  00011001 

01100110  11010010  01100111 
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Let the first character ‘H’ of the text “Hide” whose binary equivalent is: 01001000. If the bit 

to hide is 0, then perform AND operation between the pixel of bmp file and the mask 254 

(represented as 11111110). Otherwise, if the bit is 1, then perform OR operation between 

the pixel and 1 (represented as 00000001). The procedure of embedding text in image file is 

shown in the figure 4.  Now after applying this technique the resultant grid of the image is as 

stego image [6] [14] and is represented in the following format: 

 

  

 

The secret key is also embedded in the similar way. The subsequent changes in the least 

significant bits are too small to be identified by the human eye, and in this way message is 

hidden remarkably [15]. The code for embedding process is shown in figure 4. 

 

 

 

 

 

 

 

  

 

                

 

Fig 4: Embeding process of LSB technique 

Once we have applied embedded process then we can extract hidden text from bmp image 

by using the reverse procedure. For that we perform AND operation between the pixel of 

the stego image and 1 i.e. 00000001 and store it in an array of size 8. This array is then 

converted to its decimal value and written to a text file. This text file is the recovered 

message. This procedure of extraction is shown in figure 5 in the form of java code. 

 

 

 

01101000  11001011  11100110 

10011000  00110101  00011000 

01100110  11010010  01100111 

do 

{ 

 a = ftext.read(); 

 if(a!= -1) 

 { 

  bit = charToBit((char)a); 

  for(int i=7;i>=0;i--) 

  { 

  c = fsource.read(); 

  if(bit[i]==0) b = c&254; 

  else b = c|1; 

  fsteg.write(b); 

  } 

 } 

} while(a!= -1); 
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Fig 5: Extraction process of LSB technique 

2.3 Mapping Method 

Owing to the popularity of steganography these days, there are various tools available on 

web which can detect the stego-images very easily. So, for more secure communication we 

have to use steganography to hide a text file which is the resultant of the mapping between 

image file and the original text file to be hiding. In this method, we first map the image file 

with the text file by comparing its bits and new text data containing only the count of each 

bit is produced. After that we hide this text file to a Grayscale image using n-bit LSB 

technique, as the human eye will not notice the difference between gray values as easy as in 

case of different colors [15]. Above discussed combination of steganography with mapping 

method in grayscale image is shown in figure 6. 

   

 

 

 

 

 

  

Fig 6: LSB technique with Mapping Method 

To map the Text File with bmp image we follow following steps: 

(1) Convert the text file into a binary file. 

(2) Compare each bit of binary file with the least significant bit of each pixel of Source bmp 

image. If both bits are same then write 1 to the New Text File otherwise 0.  

(3) Start counting the number of times the bits are matching from starting till the mismatch 

and write the count to New Text File.  Now start counting the number of times the bits are 

while(eof!= -1) 

{ 

 for(int i=0;i<=7;i++) 

 { 

 eof = c = fsteg.read();  

 if(c!=-1)bit[i] = c&1; 

 } 

 temp = bitToChar(bit); 

 fhidden.write(temp); 

} 

 

Source BMP Image + Text File             New Text File 

 

New Text File + Grayscale BMP Image   Stego Image File  

Mapping 

n-bit LSB 
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mismatching from previous position till the next matching case is not found and write the 

count of mismatch.  

(4) To retrieve the data just follow the reverse algorithm. The method is illustrated in figure 

7. 

 

 

 

 

 

 

 

Fig 7: Comparison between bits of text file and bmp image 

If we apply this mapping method to the source bmp image and text file then we get the New 

Text File. This process is in shown in figure 8. 

  

 

  

 

 

Fig 8: Process of Mapping Method 

Now the New Text File can be hide using n-bit LSB technique in grayscale bmp image. In n-

bit LSB technique we can use more than one least significant bit instead of only one bit.  For 

example if we use two least significant bits then perform AND operation between pixel and 

254 (represented as 11111110) and again between pixel and 253 (represented as 11111101) 

respectively if both the bits to be hide is 0 in 2-bit LSB. We perform OR operation between 

pixel 1 (represented as 00000001) and again between pixel and 2 (represented as 

00000010) respectively if both the bits to be hide is 1in 2-bit LSB and so on. 

To recover the original text from this two level mechanism, we first extract the New Text 

File hidden in grayscale image and then apply the reverse of the mapping algorithm using 

source bmp image and New Text File. 

Binary Equivalent of ‘H’: 0  1  0  0  1  0  0  0 

 

Mapping with LSB of each pixel of BMP Image:  

 

01100111    11001010   11100110  10011001    00110100    00011001    01100110    11010010 

 

              0                  1                 0               0                   1                 0                  0        0 

 

New Text File: 0  2  1  3  2 
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Steganalysis is the counter to steganography that includes a collection of approaches that 

attempt to detect and quantify the presence of hidden messages in cover image. A 

steganographic tool is said to be ‘broken’ if there exists a successful steganalytical approach 

that accomplishes detection or estimation. In this work, we develop steganalytic techniques 

for image steganography in which digital images serve as cover media. 

3. CONCLUSION 

A tool implementing the steganography technique in bitmap image has been developed 

through java. There are two interfaces in the system: one for the embedding phase and the 

other for the extraction. Embedding phase has several variations on the scale of security and 

complexity. Least Significant Bit Technique with mapping method provides more secure 

system since we hide an abstract intermediate New Text File in bmp image but this two level 

mechanism also increase the complexity and our major focus is on security not complexity 

of the system. 

Disadvantages of using LSB technique is that it requires large cover image to make a usable 

amount of space for hiding data which are not often used on internet now days. So 

suspicion might rise with such images. Another disadvantage of LSB method is that the 

secret message will not survive lossy compression algorithm and is lost after transformation.  

Mapping technique results a New Text File which is useless if anyone found it. We can use 

both BMP and gray scale BMP image to hide the New Text File but in gray scale image we 

can use n-bit LSB technique without perceptibility of the third party. Further, there may be 

various mapping technique to create intermediary New Text File to enhance the security of 

steganography technique. The researchers are working in this direction to get more secure 

communications. 
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